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How to Use These Review Notes: 
The best way to use these review notes is in the following ways: 

1. Read from these review notes as a part of your mini 
sessions each day. Switch between reading a few pages of 
these notes and taking quizzes on the SuperfastCPA app. 
Doing this multiple times a day will get you through the notes 
at least a couple or more times throughout your study 
process. 

2. When doing your 2-hour main study session each day, 
before starting a new section or topic, find that topic in these 
review notes and read through it to get a base understanding 
of what you are about to study.  This doesn’t need to be a 
deep read, just a primer to get you started. 

3. Read through these review notes all the way through at least 
2-3 times in the two days of your 48-hour cram session 
before your exam.  

 
AICPA Blueprints and “Representative Tasks” 
We have made these review notes to mirror the AICPA blueprints.  
You will notice that each section says one of the following: 
Remembering and Understanding, Application, Analysis, or 
Evaluation (Evaluation will only be on the Audit exam).  

● If a section says Remembering and Understanding, that 
means it will almost certainly be tested as a Multiple Choice 
Question if it is tested. 

● If a section says Application, that means it could be tested 
as either a Multiple Choice Question or a Simulation. 

● If a section says either Analysis or Evaluation (for Audit 
only), it will almost certainly be tested as a Simulation. 
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Area I – Information Systems and Data 
Management 

A. Information Systems 

1. IT Infrastructure 

Remembering and Understanding: Explain the purpose and 
recognize examples of key components of IT architecture (e.g., 
operating systems, servers, network infrastructure, end-user 
devices). 

Operating Systems (OS) 

Purpose: 

An operating system is a software that manages computer 
hardware and provides services for computer programs. It 
acts as an intermediary between the computer hardware and 
the computer user, making it possible for software 
applications to function. 

Examples: 

● Windows 10 
● macOS Big Sur 
● Linux distributions such as Ubuntu 
● Mobile OSs like Android and iOS 
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Servers 

Purpose: 

Servers are computers designed to process requests and 
deliver data to another computer over the internet or a local 
network. They're the backbone of any IT infrastructure, 
providing centralized data storage, processing, and 
management. 

Examples: 

● Web Servers: Host websites. E.g., Apache or Nginx. 
● Database Servers: Store and manage databases. E.g., 

MySQL, PostgreSQL. 
● File Servers: Store and manage files within a network. 

E.g., Network Attached Storage (NAS) devices. 
● Mail Servers: Manage and store emails. E.g., Microsoft 

Exchange. 

Network Infrastructure 

Purpose: 

Network infrastructure consists of the hardware and software 
components used to connect computers and devices to 
communicate and share resources. It ensures the integrity 
and security of data transmission. 

Examples: 

● Switches: Devices that connect devices within a 
network, operating at the data link layer. E.g., Cisco 
Catalyst switches. 

5 | © SuperfastCPA. All Rights Reserved.  

SAMPLE



 

● Routers: Devices that connect different networks 
together, directing data traffic. E.g., Netgear routers. 

● Firewalls: Devices or software that monitor and control 
incoming and outgoing network traffic, establishing a 
barrier between a trusted and an untrusted network. 
E.g., Fortinet firewalls. 

● Wireless Access Points: Devices that allow wireless 
devices to connect to the wired network. E.g., Ubiquiti 
UniFi APs. 

End-user Devices 

Purpose: 

These are the devices that end-users employ to access, 
input, and interact with data. They're the primary interface 
between users and the IT infrastructure. 

Examples: 

● Desktops: Workstation computers like the Dell OptiPlex 
series. 

● Laptops: Portable computers like Apple's MacBook Pro 
or Lenovo's ThinkPad. 

● Tablets: Touchscreen devices such as the Apple iPad or 
Samsung Galaxy Tab. 

● Smartphones: Mobile phones with advanced 
capabilities like the iPhone or Google Pixel. 

● Thin clients: Lightweight computers that rely on a server 
for the heavy lifting, often used in centralized IT 
environments. 
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Remembering and Understanding: Explain cloud computing, 
including cloud computing models (infrastructure as a service 
(IaaS), platform as a service (PaaS), and software as a service 
(SaaS)) and deployment models (e.g., public, private, hybrid). 

Cloud Computing Overview 

Cloud computing refers to the on-demand delivery of computing 
resources over the internet, often on a pay-as-you-go basis. 
Instead of owning and maintaining physical servers, businesses 
can rent access to a range of services from a cloud service 
provider. This can lead to cost savings, increased scalability, and 
flexibility. 

Cloud Computing Models 

Infrastructure as a Service (IaaS): 

Purpose: Provides users with virtualized computing 
resources over the internet. IaaS is like renting space on a 
physical server or renting that server itself. Users get the raw 
infrastructure and have to manage the OS, applications, and 
data. 

Examples: 

● Amazon EC2 (Elastic Compute Cloud) 
● Google Compute Engine 
● Microsoft Azure VMs 

Platform as a Service (PaaS): 

Purpose: Provides users with a platform and environment to 
directly develop, run, and manage applications without 
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dealing with the complexity of building and maintaining the 
infrastructure. 

Examples: 

● Google App Engine 
● Microsoft Azure App Service 
● Heroku 

Software as a Service (SaaS): 

Purpose: Delivers software applications over the internet, 
on-demand, and typically on a subscription basis. Users 
access the software through a web browser. 

Examples: 

● Google Workspace (formerly G Suite) 
● Microsoft 365 
● Salesforce 
● Dropbox 

Deployment Models 

Public Cloud: 

● Description: Owned and managed by third-party cloud 
service providers, which deliver computing resources 
such as servers and storage over the internet. Multiple 
users or tenants share the same infrastructure pool. 

● Benefits: Economies of scale, reduced costs, and easy 
scalability. 

● Examples: Amazon Web Services (AWS), Google 
Cloud Platform (GCP), Microsoft Azure. 
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Private Cloud: 

● Description: Used exclusively by a single organization. 
It can be hosted on-premises or by a third party, but the 
infrastructure is not shared. 

● Benefits: Greater control and security, data sovereignty, 
customization. 

● Examples: VMware vCloud, OpenStack. 

Hybrid Cloud: 

● Description: Combines public and private clouds, 
allowing data and applications to be shared between 
them. Organizations can move workloads as needs and 
costs change, harnessing greater flexibility and more 
deployment options. 

● Benefits: Flexibility, scalability, security, cost-efficiency. 
● Examples: Using AWS and on-premises data centers 

together, or Azure with a private cloud setup. 
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Remembering and Understanding: Summarize the role and 
responsibilities of cloud service providers. 

Role of Cloud Service Providers (CSPs) 

CSPs offer cloud computing services that allow businesses to 
access and use computing resources over the internet on a 
pay-as-you-go or subscription basis. These services can include 
servers, storage, databases, networking, software, analytics, and 
intelligence. 

Key Responsibilities of CSPs 

1. Infrastructure Maintenance: 

● Ensure the physical hardware, data centers, and networking 
components are up-to-date, secure, and operational. 

● Perform regular backups, hardware refreshes, and disaster 
recovery operations. 

2. Platform & Software Updates: 

● Continually update and patch the underlying software and 
platforms to ensure they are secure and free of known 
vulnerabilities. 

● This includes updates for IaaS, PaaS, and SaaS offerings. 

3. Security & Compliance: 

● Implement and maintain security measures to protect the 
infrastructure and the data stored within. 

● Ensure compliance with various industry regulations and 
standards (like GDPR, HIPAA, etc.). 
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● Provide tools and features that allow customers to enhance 
their security, such as encryption, multi-factor authentication, 
and intrusion detection systems. 

4. Service Availability & Reliability: 

● Ensure services are available and reliable, meeting the 
Service Level Agreements (SLAs) promised to customers. 

● Implement redundancies to minimize downtime and 
maximize uptime. 

5. Scalability & Performance Optimization: 

● Offer scalable solutions that can adjust to the changing 
demands of the customer. 

● Monitor and manage the performance of services, optimizing 
where necessary. 

6. Support & Customer Service: 

● Provide technical support to customers, assisting with any 
issues, questions, or challenges they face. 

● Offer training, resources, and documentation to help 
customers maximize the value of their cloud services. 

7. Transparent Billing & Cost Management: 

● Clearly outline costs and pricing models for the services 
offered. 

● Provide tools for customers to monitor and manage their 
resource usage and associated costs. 
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8. Integration & Compatibility: 

● Ensure cloud services can integrate smoothly with popular 
enterprise software and other cloud offerings. 

● Maintain APIs and SDKs for developers to integrate with and 
build upon the cloud platform. 

9. Innovation & Feature Development: 

Continually innovate and introduce new features, tools, and 
services based on evolving technological trends and customer 
needs. 
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Remembering and Understanding: Explain how the COSO 
frameworks address cloud computing governance. 

COSO Internal Control - Integrated Framework (ICIF) 

The ICIF emphasizes effective internal controls within an 
organization. With the shift towards cloud computing, businesses 
need to ensure that their internal controls extend to the cloud 
environment. Here's how the framework applies: 

● Control Environment: This relates to the organization's 
stance on governance and risk management. When 
transitioning to cloud computing, the company must maintain 
a strong commitment to security, compliance, and risk 
management in the cloud. 

● Risk Assessment: Cloud computing introduces new risks, 
like potential data breaches or loss of data. Organizations 
need to assess these risks regularly. 

● Control Activities: With cloud computing, control activities 
could involve ensuring proper configuration of cloud 
services, restricting access to sensitive data, and monitoring 
for unusual or unauthorized activities. 

● Information & Communication: Communication is vital when 
using cloud services. Stakeholders should be informed about 
where data is stored, who has access, and how it's 
protected. 

● Monitoring: Organizations must continuously monitor cloud 
services to ensure they adhere to the set internal controls. 
This could involve regular security audits, performance 
reviews, and compliance checks. 
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COSO Enterprise Risk Management (ERM) Framework 

The ERM framework deals more with identifying and responding 
to risks in a strategic context. In terms of cloud computing: 

● Governance and Culture: Organizations should understand 
their cloud computing strategy within the larger business 
context, ensuring that there's a culture of awareness and 
understanding about the cloud. 

● Strategy and Objective-Setting: When setting objectives for 
cloud adoption, the risks and opportunities should align with 
the organization's broader strategy. 

● Performance: By comparing risk tolerance to risk exposure, 
organizations can understand how cloud-related risks might 
imact performance objectives. 

● Review and Revision: Cloud strategies should be regularly 
reviewed and revised based on changing business needs 
and emerging risks. 

● Information, Communication, and Reporting: Organizations 
should have a clear communication strategy to report on 
cloud risks and performance to both internal and external 
stakeholders. 
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2. Enterprise and Accounting Information Systems 

Remembering and Understanding: Summarize enterprise 
resource planning (ERP) and accounting information systems, 
what they encompass and how they interact. 

Enterprise Resource Planning (ERP) 

ERP systems are integrated software solutions designed to 
manage and automate various business processes and functions 
across an entire organization. 

Key Components: 

● Financial Management: Deals with accounting, financial 
reporting, payables, receivables, fixed assets, and cash 
management. 

● Supply Chain Management: Focuses on procurement, 
order-to-cash, inventory management, and supplier 
management. 

● Human Resources: Manages employee data, payroll, 
recruiting, and benefits. 

● Customer Relationship Management (CRM): Manages 
interactions with potential and existing customers, 
marketing campaigns, and sales processes. 

● Production and Manufacturing: Aids in product 
planning, manufacturing or service delivery, quality 
control, and equipment maintenance. 

● Project Management: Helps manage projects, allocate 
resources, and project accounting. 
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● Data Services and Technology: This is the underlying 
tech infrastructure, including databases, user 
interfaces, and cybersecurity features. 

Accounting Information Systems (AIS) 

AIS is a subset of an organization's information system 
specifically designed to manage and report on the financial data 
of the enterprise. It ensures that all financial transactions are 
processed and recorded accurately and timely. 

Key Components: 

● Transaction Processing System (TPS): Captures and 
processes the detailed information necessary to update 
the organization's records about fundamental business 
operations. 

● General Ledger & Reporting System: Maintains a 
record of the organizational transactions; produces 
financial and non-financial reports. 

● Budgeting and Forecasting: Assists in predicting future 
financial needs and analyzing performance against 
budgeted figures. 

● Internal Controls: Features and procedures in the 
system that safeguard assets, ensure data integrity, 
and ensure operational efficiency. 

● Audit Trails: Provides a visible trail of transactions to aid 
in the examination of the system's data by auditors. 
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Interaction between ERP and AIS 

While an AIS can exist independently, in larger organizations, the 
AIS is often incorporated as a module within an ERP system. 
Here's how they interact: 

● Integrated Data Flow: With an AIS module in an ERP 
system, financial data from other departments (like HR, 
Sales, or Procurement) can directly flow into the AIS. For 
instance, when a sales transaction is completed in the CRM 
module, the relevant financial data is automatically fed into 
the AIS for processing and recording. 

● Consistency & Accuracy: Since ERPs integrate various 
organizational functions, there's a reduced risk of data 
duplication or discrepancies, leading to more accurate 
financial records in the AIS. 

● Real-Time Reporting: The interconnected nature of ERP and 
AIS allows for real-time financial reporting and analysis, 
helping managers make timely decisions. 

● Comprehensive Controls: ERP systems usually come with 
sophisticated security features that can be leveraged by the 
AIS. Role-based access, encryption, and audit trails can be 
uniformly implemented across the enterprise, bolstering the 
integrity and security of financial data. 

 

 

17 | © SuperfastCPA. All Rights Reserved.  

SAMPLE



 

Remembering and Understanding: Explain how the COSO 
internal control framework can be used to evaluate risks related to 
the use of blockchain in the context of financial reporting and to 
design and implement controls to address such risks. 

COSO Internal Control Framework and Blockchain 

First, what is Blockchain: 

Blockchain is a decentralized and distributed digital ledger 
used to record transactions across multiple computers in a 
way that ensures the data can be read and retrieved but not 
altered or deleted. Each record in the blockchain is called a 
"block," and multiple blocks are linked together in a chain. 
Once a block is added to the blockchain, it becomes virtually 
tamper-proof, ensuring data integrity and transparency. 
Blockchain is the underlying technology behind 
cryptocurrencies like Bitcoin, but it has many other potential 
applications across various industries. 

Next, the COSO Internal Control - Integrated Framework (ICIF) 
consists of five components: 

● Control Environment 
● Risk Assessment 
● Control Activities 
● Information & Communication 
● Monitoring Activities 
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Let's discuss each component in the context of blockchain: 

1. Control Environment: 

This relates to the overall organizational attitude, awareness, 
and actions regarding internal controls. 

● Blockchain Consideration: Understand the 
organization's strategic rationale for using blockchain. 
Has the organization instilled a culture of security and 
privacy awareness among the participants of the 
blockchain? 

● Actions & Controls: Ensure that the top management 
understands blockchain's implications. Provide regular 
training and awareness sessions for employees 
involved in blockchain-related projects. 

2. Risk Assessment: 

Identifying and assessing risks to achieve the organization's 
objectives. 

● Blockchain Consideration: While blockchain is touted as 
secure, it isn't immune to risks. There's the risk of "51% 
attacks" on some blockchain types, vulnerabilities in 
smart contracts, and potential regulatory risks. 

● Actions & Controls: Regularly evaluate and update risk 
assessments as the blockchain technology or its 
applications evolve. Establish clear policies around 
smart contract development, testing, and deployment. 
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3. Control Activities: 

These are the actions established through policies and 
procedures to ensure that management directives are 
executed. 

● Blockchain Consideration: Given blockchain's 
decentralized nature, traditional controls might need to 
be rethought. For instance, while data integrity is a 
strength of blockchain, ensuring only accurate data gets 
onto the blockchain is critical since, once entered, it's 
challenging to alter. 

● Actions & Controls: Implement strong authentication 
mechanisms for participants. Regularly review and 
update access controls. Ensure thorough validation 
processes before data is added to the blockchain. 

4. Information & Communication: 

This ensures that relevant information is identified, captured, 
and communicated to enable staff to fulfill their 
responsibilities. 

● Blockchain Consideration: Information on a blockchain 
is transparent to all its participants. This can be both an 
advantage and a risk, especially with sensitive financial 
data. 

● Actions & Controls: Implement privacy-enhancing 
techniques if needed, such as zero-knowledge proofs 
or confidential transactions, to keep sensitive data 
concealed. Ensure clear communication channels for 
participants to report anomalies. 
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5. Monitoring Activities: 

This involves ongoing evaluations to ascertain whether each 
of the five components of internal control is present and 
functioning. 

● Blockchain Consideration: Due to the immutable nature 
of blockchain, anomalies or errors can have long-lasting 
repercussions. 

● Actions & Controls: Establish a system for ongoing 
monitoring of blockchain transactions. Implement 
anomaly detection tools or algorithms to catch unusual 
patterns early. 
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Application: Determine potential changes to business processes 
to improve the performance of an accounting information system 
(e.g., robotic process automation, outsourcing, system changes). 
 
Improving The Performance of an Accounting Information 
System (AIS) 
 
1. Evaluate Current Processes: 
Before making changes, you need a baseline. Understand the 
current processes, workflows, and performance metrics. Tools like 
process mapping or flowcharts can visualize how data moves 
through the system. 
 
2. Identify Bottlenecks and Inefficiencies: 
Once you understand the current state, pinpoint areas where 
delays or errors occur. Are there manual processes that slow 
down data entry? Are there frequent errors in a particular 
workflow? 

3. Robotic Process Automation (RPA): 

RPA involves using software "robots" to automate repetitive tasks. 

● Application in AIS: Automate tasks such as data entry, 
reconciliation, or basic reporting. For instance, if monthly 
reconciliations are time-consuming, an RPA tool can be 
programmed to fetch and compare data, flagging 
discrepancies. 

● Determination: If there are repetitive tasks that don't require 
complex decision-making, consider RPA. It's especially 
beneficial where high volumes of data are involved. 
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4. Outsourcing: 

Outsourcing is transferring certain business processes or 
functions to external service providers. 

● Application in AIS: Processes like payroll processing, tax 
preparations, or even certain aspects of accounts 
receivable/payable can be outsourced. 

● Determination: If there are functions not core to the business 
or if there's a cost advantage, consider outsourcing. 
However, evaluate the risks, especially around data privacy 
and security. 

5. System Changes/Upgrades: 

This involves updating or changing the software or hardware 
components of the AIS. 

● Application: Migrate to a cloud-based solution for better 
scalability, integrate with other enterprise systems for 
seamless data flow, or adopt newer software with AI 
capabilities for better analytics. 

● Determination: If the current system is outdated, lacks 
desired features, or doesn't integrate well with other 
systems, consider a system change. 

 

23 | © SuperfastCPA. All Rights Reserved.  

SAMPLE



 

Analysis: Reconcile the actual sequence of steps and the 
information, documents, tools and technology used in a key 
business process of an accounting information system (e.g., 
sales, cash collections, purchasing, disbursements, human 
resources, payroll, production, treasury, fixed assets, general 
ledger, reporting) to the documented process (e.g., flowchart, 
business process diagram, narrative). 

Reconciling the actual sequence of steps in a business process to 
its documented process in an accounting information system 
ensures that the system's procedures are followed as intended. 
This is crucial for integrity, efficiency, and compliance. 

While the processes might vary slightly depending on the specific 
function (sales, purchasing, HR, etc.), the reconciliation approach 
for an IT auditor will largely remain consistent. Here's a 
generalized method: 

Obtain the Relevant Documentation: 

Request copies of all related documentation for the specific 
business process in question, which could be in the form of 
flowcharts, business process diagrams, narratives, SOPs, or 
system guides. 

Example: The IT auditor requests from the Purchasing 
Department the latest version of their purchase order (PO) 
procedure narrative, the system user manual, and a 
flowchart showing the process from PO creation to approval 
and goods receipt. 
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Understand the Documented Process: 

Review the documentation to comprehend the intended 
transaction flow, checks, approvals, and information pathways. 

Spot key controls documented to maintain data integrity, 
accuracy, and compliance. 

Example: From the documents received, the auditor discerns 
that once a need for an item is identified, a PO is created in 
the system, which is then forwarded to a manager for 
approval. Once approved, it's sent to the supplier. The 
flowchart also indicates that any PO above $10,000 requires 
two levels of managerial approval. 

Observation and Walkthrough of the Actual Process: 

Engage with process stakeholders to perform a walkthrough. 

During this, keenly observe tasks, note deviations from the 
documented procedure, understand actual tools and technology 
in use, and verify the system's way of data processing. 

Example: The auditor sits with a purchase clerk and 
observes the clerk generating a PO in the system for office 
supplies. The auditor notes the clerk bypasses the system 
and emails the manager directly for approval because of 
frequent system lags. 

Engage in Stakeholder Interviews: 

Conversations with personnel involved in the process can shed 
light on deviations, the reasons behind certain steps, and any 
undocumented procedures. 
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Example: The auditor speaks to the manager who confirms 
he often receives POs through email because of system 
issues, making it quicker and ensuring timely deliveries. 

Collect Evidentiary Data: 

Request samples of transactions relevant to the process under 
review. 

Trace these transactions through the system to see how they're 
captured, processed, and reported, ensuring all documented 
steps are executed. 

Example: The auditor requests 10 random POs from the last 
month. They trace 3 of them and find that one PO, valued at 
$15,000, had only one level of approval, contrary to the 
documented procedure. 

System Configuration Analysis: 

Examine the system settings pertinent to the business process. 

Ascertain if the system enforces the documented procedure and 
make a note of any manual steps or workarounds. 

Example: The auditor logs into the purchasing system to 
verify its configuration. They find that the dual-approval 
feature for POs above $10,000 has not been activated, 
explaining the aforementioned deviation. 

Document Discrepancies: 

Any variation between the real and documented process should 
be recorded. Also, observe if the current process provides any 
advantages or if it introduces risk. 
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Example: The auditor notes the deviations in a working 
paper: 1) System lags causing email-based approvals, 
potentially risking unauthorized approvals. 2) System not 
configured for dual-approval for high-value POs. 

Assess the Implications: 

Understand the repercussions of deviations. For instance, 
skipping a verification step in the purchasing process might lead 
to financial inaccuracies or fraud. 

Example: The auditor assesses that email-based approvals 
could lead to a lack of audit trail, and missed dual-approvals 
could result in unauthorized spending or even potential 
fraud. 

Draft Recommendations and Report: 

If needed, provide suggestions to align the actual process with the 
documentation. 

If the actual process seems to be more efficient or addresses 
certain unconsidered risks, recommend documentation updates. 

Point out areas of potential enhancements or risks. 

Example: The auditor recommends 1) IT intervention to 
rectify system lag issues, 2) Activation of the dual-approval 
feature in the system, and 3) Regular training for staff to 
ensure adherence to documented procedures. 
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Feedback and Action Items: 

● The auditor would share findings with process stakeholders 
and senior management. 

● Discuss feedback and discuss possible corrective actions. 
● If recommendations are agreed upon, monitor their 

implementation in a follow-up review. 

Example: The auditor presents findings to the head of the 
Purchasing Department and the IT head. Both agree on the 
recommendations. The IT head commits to resolving system 
issues within a month, and the Purchasing head agrees to 
ensure stricter adherence to procedures and to verify system 
configurations regularly. 

In this hypothetical scenario, the auditor has effectively 
identified key risks in the purchasing process, provided 
actionable recommendations, and engaged stakeholders for 
corrective actions. 

While this is a generalized approach, remember that each 
function might have unique nuances. For instance, reconciling the 
sales process may involve verifying the integration of the CRM 
system, while the payroll process may involve checking 
time-tracking tools. Thus, it's vital for the auditor to have a deep 
understanding of the specific business process under review. 
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Analysis: Detect deficiencies in the suitability of the design and 
deviations in the operation of controls related to an information 
system’s processing integrity in a SOC 2® engagement using the 
Trust Services Criteria.c 
 
A SOC 2 engagement, which stands for System and 
Organization Controls 2, assesses controls at a service 
organization related to one or more of the Trust Services Criteria 
(TSC). The goal is to ensure that system controls are designed 
appropriately and operating effectively. The processing integrity 
criterion is specifically concerned with whether a system achieves 
its purpose (i.e., delivers the right data at the right price at the 
right time). 
 
Here's how one can detect deficiencies or deviations in 
processing integrity using the Trust Services Criteria during a 
SOC 2® engagement: 
 
1. Understanding the Trust Services Criteria for Processing 
Integrity: 
 
The primary requirements for processing integrity include: 

● Completeness: All transactions are captured and 
processed. 

● Validity: Only valid transactions are processed. 
● Accuracy: Transactions are processed accurately. 
● Timeliness: Transactions are processed in a timely 

manner. 
● Authorization: Transactions are appropriately 

authorized. 
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2. Gathering Documentation and Evidence: 
 
Before actively assessing the controls, gather relevant 
documentation like system design documents, policies, 
procedures, and control descriptions. Obtain evidence, such as 
logs, reports, and system outputs, that supports control operation. 
 
3. Assess Control Design: 
 

● Completeness: Review input controls, batch processing 
controls, and reconciliation procedures. 

● Validity: Look at validation checks, like format checks, logical 
checks, and existence checks. 

● Accuracy: Examine error detection and correction controls, 
interface controls, and other data validation mechanisms. 

● Timeliness: Assess workflow controls, monitoring tools, and 
any queues or buffers in the processing stream. 

● Authorization: Investigate user access controls, approval 
workflows, and segregation of duties. 

 
4. Test Control Operation: 
 
For each control identified, perform substantive testing to ensure 
it's operating as intended. 

● Sample Transactions: Select a sample of transactions and 
follow them through the system to ensure they're processed 
correctly. 

● Review Logs: Examine system and application logs for 
anomalies, unauthorized activities, or errors. 
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● Interview Personnel: Discuss the controls with those 
responsible for their operation. Sometimes, operational 
insights reveal control deviations. 

● Simulation: Input dummy transactions or create scenarios to 
test if the system detects and manages them appropriately. 

 
5. Identify and Document Deviations: 
Any inconsistencies between expected control behavior (as per 
documentation) and observed behavior (during testing) should be 
documented. For instance, if a validation check isn't flagging 
incorrect data formats, it's a deviation. 
 
6. Assess Potential Impact: 
Understand the implications of the detected deficiencies or 
deviations. Not all deficiencies impact processing integrity to the 
same degree. Rank them based on potential risk. 
 
7. Report Findings: 
Document all findings, including tested controls, detected 
deficiencies or deviations, their potential impact, and any 
additional observations. This is crucial for the final SOC 2® report. 
 
8. Recommend Remediation: 
For every deficiency detected, propose a remediation plan or 
corrective action. This might involve tweaking controls, adding 
new ones, or modifying system configurations. 
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3. Availability 

Remembering and Understanding: Recall the scope, purpose and 
key considerations for business resiliency, disaster recovery and 
business continuity plans. 

Business resiliency, disaster recovery, and business continuity are 
interrelated concepts that address an organization's ability to 
operate and recover from disruptions. Here's a breakdown of 
each, their scope, purpose, and key considerations: 

Business Resiliency 

Scope: Business resiliency is an overarching concept that 
includes strategies, planning, and actions designed to ensure that 
an organization can continue its operations during and after a 
disruptive event. It’s a holistic approach that considers every facet 
of the business. 

Purpose: The goal is to make the organization resilient to 
disruptions, enabling it to bounce back quickly or, in the best 
case, continue operations seamlessly during challenges. 

Key Considerations: 

● Proactive Measures: Implementing preventive 
measures such as regular data backups, multi-factor 
authentication, and infrastructure redundancies. 

● Reactive Measures: Having strategies in place to react 
swiftly when a disruption occurs. 

● Adaptive Measures: Post-disruption, the ability to adapt 
and evolve based on lessons learned. 
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Disaster Recovery (DR) 

Scope: DR focuses specifically on the IT systems that support 
critical business functions. It involves policies and procedures 
related to restoring hardware, applications, and data to ensure 
business continuity after a disaster. 

Purpose: To recover the IT infrastructure and systems to their 
normal operational status after a disaster. 

Key Considerations: 

● Recovery Time Objective (RTO): The targeted duration 
of time within which a business process must be 
restored after a disaster. 

● Recovery Point Objective (RPO): The maximum 
acceptable amount of data loss expressed in time. 

● Data Backup: Regularly backing up data in multiple 
locations, including off-site or in cloud storage. 

● System Redundancy: Ensuring systems are duplicated, 
so if one fails, the other can take over. 

● Testing: Periodically testing the DR plan to ensure it 
works as expected. 

Business Continuity Plan (BCP) 

Scope: BCP encompasses a broader strategy than DR, focusing 
on the continued performance of critical business functions during 
and after a disruption. It includes both IT and non-IT related 
aspects. 

Purpose: To prevent interruptions to mission-critical services and 
re-establish full functionality as swiftly and smoothly as possible. 
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Key Considerations: 

● Impact Analysis: Conducting a Business Impact 
Analysis (BIA) to identify critical business functions, the 
impact of disruptions, and recovery strategies. 

● Critical Business Functions: Identifying and prioritizing 
functions that must continue to operate during a crisis. 

● Communication: Having a clear communication plan for 
internal stakeholders and external partners or 
customers during and after disruptions. 

● Supply Chain and Partner Strategy: Strategies for 
dealing with disruptions in supply chains or partner 
networks. 

● Employee Safety: Protocols to ensure employee safety 
during emergencies. 

● Plan Testing and Updates: Regularly testing the BCP 
and updating it based on feedback and changing 
business conditions. 
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Remembering and Understanding: Explain the objectives of 
mirroring and replication. 
 
Mirroring 
 
Mirroring aims to maintain an exact copy (or mirror) of data on two 
or more storage devices, usually disk drives. It's a real-time 
process, meaning that any changes made to the primary data are 
instantly mirrored to the other disk or disks. 
 

Key Points: 
● Redundancy: One of the primary reasons for mirroring 

is to introduce redundancy. If one disk fails, the system 
can instantly switch to the mirrored disk, ensuring 
continuous data availability. 

● Performance Improvement: Mirroring can also lead to 
better read performance. When data is requested, it 
can be read from multiple disks simultaneously, 
speeding up access. 

● Synchronous vs. Asynchronous: In synchronous 
mirroring, data is written to both the primary and 
mirrored disks at the same time. In asynchronous 
mirroring, there's a slight delay between writing data to 
the primary and mirrored disk, introducing a small risk 
of data loss if the primary fails before the mirror is 
updated. 
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Replication 
 
Replication involves copying data from one database (the 
primary) to another (the replica) so that all users share the same 
level of information. The primary purpose is to distribute data 
across different regions or systems, enhancing accessibility and 
availability. 
 

Key Points: 
● Failover Strategy: If the primary system or database 

fails, users can be redirected to the replica, ensuring 
continuous availability. 

● Load Balancing: Replication can distribute the user 
workload, reducing the strain on a single system. For 
instance, read-heavy operations can be directed to the 
replica, while write operations go to the primary. 

● Data Distribution: Replication allows data to be 
available closer to where it's needed, especially in 
geographically distributed setups. This can speed up 
access for users in different locations. 

● Backup and Archiving: Replicas can serve as backups 
for the primary system. Additionally, older data can be 
archived in replicas. 

● Types of Replication: Depending on the setup and 
need, there are various replication strategies, such as 
snapshot replication (periodic replication at set 
intervals), transactional replication (real-time replication 
after each transaction), and merge replication 
(combining data from two or more databases into a 
single database). 
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Remembering and Understanding: Summarize steps in a 
business impact analysis. 

Business Impact Analysis (BIA) aims to identify critical business 
functions and the potential impact of business disruptions, 
allowing organizations to prioritize recovery strategies. 

Here's a summarized breakdown of the steps involved in a 
Business Impact Analysis: 

Step 1: Define the Scope: 

● Objective: Determine the boundaries of the BIA, whether it's 
department-specific, process-specific, or enterprise-wide. 

● Key Considerations: Time, resources, and specific areas of 
focus (e.g., specific business units, technologies, or 
locations). 

Step 2: Gather Relevant Data: 

● Objective: Collect data to understand current processes, 
dependencies, and resources. 

● Key Considerations: Utilize questionnaires, interviews, 
workshops, and documentation reviews. Ensure data is 
up-to-date and relevant. 

Step 3: Identify Critical Business Functions: 

● Objective: Determine which business functions are essential 
for continued operation. 

● Key Considerations: Revenue generation, customer service, 
compliance, and operations. Prioritize based on importance 
and time-sensitivity. 
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Step 4: Assess Potential Impacts: 

● Objective: Determine the potential consequences of 
disruptions to the identified critical functions. 

● Key Considerations: Financial losses, reputational damage, 
legal or regulatory penalties, operational setbacks, and 
customer impacts. 

Step 5: Determine Recovery Timeframes: 

● Objective: Establish the Recovery Time Objective (RTO) and 
Recovery Point Objective (RPO) for each critical business 
function. 

● Key Considerations: 
○ RTO: The maximum time allowed for the recovery of a 

function post-disruption. 
○ RPO: The maximum acceptable age of files (data) that 

must be recovered from backup for normal operations 
to resume after a disaster. 

Step 6: Identify Dependencies: 

● Objective: Recognize the internal and external dependencies 
vital to each critical business function. 

● Key Considerations: Suppliers, utilities, personnel, 
technology systems, data, and other business processes 
that the critical function relies on. 

Step 7: Estimate Resource Requirements: 

● Objective: Identify resources needed to resume business 
operations within the established RTO. 
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● Key Considerations: Personnel, technology, facilities, 
equipment, and external support or partnerships. 

Step 8: Document and Review Findings: 

● Objective: Compile the findings into a comprehensive BIA 
report. 

● Key Considerations: Ensure clarity, accuracy, and that 
findings align with organizational objectives. Engage 
stakeholders for review and feedback. 

Step 9: Recommend Recovery Strategies: 

Objective: Propose strategies to recover critical business 
functions based on identified impacts and timeframes. 

Key Considerations: Cost-benefit analysis of different recovery 
strategies, feasibility, and alignment with organizational goals. 

Step 10: Update Regularly: 

Objective: Keep the BIA up-to-date to reflect the changing 
business environment. 

Key Considerations: Regularly review and update the BIA, 
especially after significant organizational changes, technology 
shifts, or lessons learned from actual incidents. 
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Remembering and Understanding: Recall measures of system 
availability (e.g., agreed service time, downtime). 
 
When discussing system availability, it's essential to understand 
the various measures and metrics used to gauge how effectively 
and reliably a system performs. Here's a breakdown: 
 
System Availability 
Definition: A measure of the percentage of time a system is 
operational and accessible during a predefined period. 
 
  𝐴𝑣𝑎𝑖𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦 =  𝐴𝑔𝑟𝑒𝑒𝑑 𝑆𝑒𝑟𝑣𝑖𝑐𝑒 𝑇𝑖𝑚𝑒 − 𝐷𝑜𝑤𝑛𝑡𝑖𝑚𝑒

𝐴𝑔𝑟𝑒𝑒𝑑 𝑆𝑒𝑟𝑣𝑖𝑐𝑒 𝑇𝑖𝑚𝑒  𝑥 100

 
Example: If an organization has an agreed service time of 24 
hours for a day, and the system experiences 1 hour of 
downtime, the availability for that day is: 
 

 𝐴𝑣𝑎𝑖𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦 =  24−1
24  𝑥 100 =  95. 83%

 
Agreed Service Time (AST) 
Definition: This is the total time during which a system or service 
is expected to be operational and accessible. It can vary based on 
the system and organizational needs. 
 

Example: For a 24/7 service, the agreed service time would 
be 24 hours a day. However, for a business operating from 9 
am to 5 pm, the agreed service time might be 8 hours. 
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Downtime 
Definition: This represents the total duration during the agreed 
service time when the system is not operational or accessible. It 
can be planned (e.g., for maintenance) or unplanned (e.g., due to 
system failures). 
 

Example: If a system crashes twice in a day, once for 30 
minutes and later for 45 minutes, the total downtime for that 
day is 1 hour and 15 minutes. 

 
Mean Time Between Failures (MTBF) 
Definition: MTBF measures the average time that elapses 
between one system failure and the next. It's a common metric to 
gauge the reliability of a system. 
 

  𝑀𝑇𝐵𝐹 =  𝑇𝑜𝑡𝑎𝑙 𝑂𝑝𝑒𝑟𝑎𝑡𝑖𝑜𝑛𝑎𝑙 𝑇𝑖𝑚𝑒
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝐹𝑎𝑖𝑙𝑢𝑟𝑒𝑠

 
Example: If a system operates for 1,000 hours and 
experiences 10 failures during that time, the MTBF is 100 
hours. 

 
Mean Time To Repair (MTTR) 
Definition: MTTR calculates the average time taken to fix a 
system and restore it to its operational state after a failure. 
  
  𝑀𝑇𝑇𝑅 =  𝑇𝑜𝑡𝑎𝑙 𝑑𝑜𝑤𝑛𝑡𝑖𝑚𝑒

𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝐹𝑎𝑖𝑙𝑢𝑟𝑒𝑠

  
Example: If a system has 5 failures in a month, with a 
cumulative downtime of 10 hours, the MTTR is 2 hours. 
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Service Level Agreement (SLA) Uptime 
Definition: Many service providers commit to a certain level of 
system availability in their SLAs. This metric defines the minimum 
percentage of time a system is expected to be available during 
the agreed service time. 
 

Example: A cloud service provider might offer an SLA with 
99.9% uptime, meaning the allowable downtime within a 
month is approximately 43.2 minutes. 
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Application: Determine the appropriateness of the organization’s 
data backup types (e.g., full, incremental, differential) including 
recovery considerations. 

Here's a breakdown of the primary data backup types, their 
characteristics, and recovery considerations: 

Full Backup 

A full backup involves making a complete copy of all data in the 
system. 

Advantages: 

● Simplifies the recovery process since you only need the 
latest full backup to restore the entire system. 

● Eliminates the need to manage or merge multiple 
backup sets during recovery. 

Disadvantages: 

● Consumes more storage space than other backup 
types. 

● Can be time-consuming, especially if the dataset is 
large. 

Recovery Considerations: 

Since all data is backed up, recovery from a full backup 
is generally straightforward and faster compared to 
incremental or differential backups. 

43 | © SuperfastCPA. All Rights Reserved.  

SAMPLE



 

Incremental Backup 

This type backs up only the data that has changed since the last 
backup (whether the last backup was full or incremental). 

Advantages: 

● Reduces the amount of time required for the backup 
process. 

● Uses less storage space than full backups since only 
changed data is stored. 

Disadvantages: 

● Recovery can be more complex and time-consuming. 
You'll need the last full backup plus all subsequent 
incremental backups to restore the system. 

● Risk of data loss increases if one of the backup sets 
(especially the full backup) is damaged or inaccessible. 

Recovery Considerations: 

● Ensure all backup sets are available, starting from the 
last full backup to the most recent incremental backup. 

● Recovery time may be longer due to the need to apply 
changes from multiple backup sets. 

Differential Backup 

Backs up all data that has changed since the last full backup. It 
does not consider any other differential or incremental backups. 
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Advantages: 

● Faster than full backups and usually faster than 
incremental backups since it doesn’t backup all data. 

● Simplifies the recovery process compared to 
incremental backups. Only the last full backup and the 
latest differential backup are needed. 

Disadvantages: 

● Consumes more storage than incremental backups, 
especially if changes accumulate between full backups. 

● Over time, as more data changes, differential backups 
can approach the size of a full backup. 

Recovery Considerations: 

● Ensure you have access to the last full backup and the 
most recent differential backup. 

● Recovery is usually faster than using incremental 
backups but slower than a full backup. 

Determining Appropriateness: 

When determining the best backup type for an organization, 
consider the following: 

● Recovery Time Objective (RTO): How quickly does data 
need to be restored? If rapid recovery is essential, full 
backups might be preferable. 

● Recovery Point Objective (RPO): How much data can the 
organization afford to lose? If minimal data loss is tolerable, 
then more frequent incremental or differential backups might 
be suitable. 
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● Storage Constraints: Does the organization have limited 
storage? Incremental backups typically consume the least 
storage, followed by differential, and then full backups. 

● Backup Frequency: How often are backups conducted? If 
backups are infrequent, full backups might be more 
appropriate. For frequent backups, incremental or differential 
might be more suitable. 

● Performance Impact: Full backups can be resource-intensive 
and might affect system performance if conducted during 
operational hours. 

● Complexity and Reliability: If the recovery process needs to 
be straightforward and reliable, consider leaning towards full 
or differential backups over incremental. 
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Analysis: Detect deficiencies in the suitability of the design and 
deviations in the operation of controls related to a service 
organization’s availability service commitments and system 
requirements in a SOC 2® engagement using the Trust Services 
Criteria. 

Detecting deficiencies in controls related to availability using 
the Trust Services Criteria 

Understand Availability Commitments and System 
Requirements: 

● Service Commitments: Defined in the service agreement, 
this outlines the level of availability the service organization 
promises to its users. 

● System Requirements: These are the technical and 
functional requirements that the system must meet to 
achieve the desired availability level. 

Familiarize with the Availability Criteria: 

The TSC for Availability focuses on ensuring the system is 
available for operation and use, as committed or agreed upon. 
The key areas include: 

● Infrastructure 
● Data 
● Software 
● Procedures 
● People 

47 | © SuperfastCPA. All Rights Reserved.  

SAMPLE



 

Steps to Detect Deficiencies: 

1. Review Documentation: Start by examining the 
documented controls, policies, and procedures that address 
availability. These may include: 

● Business continuity and disaster recovery plans. 
● Backup and restore procedures. 
● Incident response plans. 

2. Conduct Interviews: Speak with personnel responsible 
for maintaining system availability. This can provide insights 
into how controls operate in practice and reveal any potential 
deficiencies or deviations. 

3. Test Controls: Perform tests to verify the operational 
effectiveness of controls. For example: 

● Trigger a simulated system failure to see if failover 
mechanisms work as intended. 

● Restore data from a backup to test the recovery 
process. 

4. Monitor System Performance Metrics: Look for metrics 
that can indicate availability issues such as: 

● System uptime/downtime statistics. 
● Frequency, duration, and cause of system outages. 
● Failover and recovery times during incidents. 

5. Examine Incident Logs: Review logs of past incidents 
related to availability. Check how they were addressed, the 
time taken to resolve, and any recurring patterns or 
unaddressed issues. 
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6. Compare Against Benchmarks: Compare the service 
organization's availability performance against industry 
benchmarks or best practices to identify potential gaps. 

Consider Other Interrelated Criteria: 

While focusing on availability, also consider the interplay with 
other TSC criteria, such as: 

● Security: Ensuring that security controls don't adversely 
affect availability. 

● Processing Integrity: Ensuring that system availability issues 
don't result in data processing errors. 

● Confidentiality: Ensuring that measures taken to improve 
availability don't compromise data confidentiality. 

Document and Report Deficiencies: 

Any identified deficiencies or deviations in the design or operation 
of controls should be documented. The severity, implications, and 
recommended remediation steps should also be noted. These 
findings then form part of the SOC 2® report, which provides 
users with an assessment of the service organization's control 
environment related to availability. 
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4. Change Management 

Remembering and Understanding: Explain the purpose of change 
management processes and practices related to internal 
hardware and software applications, including identification of the 
associated risks. 

Purpose of Change Management: 

● Maintain System Integrity and Stability: Change 
management ensures that modifications to hardware or 
software do not introduce unforeseen errors, vulnerabilities, 
or disruptions. 

● Controlled Implementation: By having a standardized 
process, organizations can introduce changes in a controlled 
manner, ensuring that every change undergoes necessary 
testing and validation. 

● Accountability and Traceability: It ensures that every change 
is documented, authorized, and has an accountable party. 
This traceability aids in tracking issues back to their source if 
problems arise. 

● Risk Mitigation: A structured change management process 
can identify and address potential risks before they 
materialize, preventing costly disruptions or data breaches. 

● Ensuring Compliance: For businesses in regulated 
industries, change management can help maintain 
compliance by ensuring that system alterations do not 
violate regulatory standards. 

 

Risks of Inadequate Change Management: 
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● System Outages: Improperly tested or unauthorized changes 
can lead to system failures or outages. 

● Security Vulnerabilities: Without proper vetting, changes 
could introduce security gaps or vulnerabilities. 

● Loss of Data: Some changes, if not correctly executed, could 
lead to data corruption or loss. 

● Non-compliance: In regulated sectors, non-compliant 
changes could lead to hefty penalties. 

● Operational Inefficiencies: Poorly managed changes can 
lead to performance issues or operational inefficiencies. 

Types of Documentation Used: 

System Component Inventory: This is a comprehensive 
list of all hardware and software components within the 
organization. It may include: 

● Hardware details (servers, workstations, networking 
equipment, etc.) 

● Software applications and their versions 
● Licenses and expiration dates 

Baseline Configuration: This represents a snapshot of an 
optimal, approved, and secure state of the system 
components. Any deviations from this baseline are 
addressed through the change management process. It 
includes: 

● Operating system versions and configurations 
● Installed software and their configurations 
● Network settings and configurations 
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Change Request Forms: Before any change is made, a 
formal request should be documented. This form generally 
captures: 

● Description of the change 
● Reason for the change 
● Potential risks and their mitigations 
● Rollback plan in case of failure 
● Approvals required 

Change Logs: These are chronological records of all 
changes made. They capture: 

● Who made the change 
● Date and time of the change 
● Description of the change 
● Any issues encountered and resolutions 

Test Documentation: Before rolling out, changes are 
typically tested. This documentation includes: 

● Test plans and cases 
● Expected vs. actual outcomes 
● Test approvals 

Implementation and Rollback Plans: Detailed step-by-step 
plans on how the change will be implemented and how to 
revert to the previous state if issues arise. 
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Remembering and Understanding: Explain the different types of 
tools (e.g., change tracking, version control, test libraries, build 
automation, monitoring and logging) and documentation used 
(e.g., system component inventory, baseline configuration, 
change requests, ticketing, rollback procedures). 

When organizations make changes to information systems—such 
as updating software, modifying configurations, or deploying new 
features—they must ensure those changes do not introduce 
errors, security vulnerabilities, or system outages. 

From a controls and audit perspective, change management tools 
and documentation provide evidence that changes were: 

● Authorized 
● Tested 
● Implemented correctly 
● Recoverable if something goes wrong 

Weak change management is a common root cause of system 
failures, security incidents, and audit findings. 

Change Management Tools 

These tools help organizations control, track, test, deploy, and 
monitor system changes. 

Change Tracking 

Change tracking systems record what was changed, who made 
the change, and when it occurred. Think of this as an audit log 
specifically for system modifications. These tools track changes to 
code, configurations, system settings, or databases—creating a 
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traceable history that helps detect unauthorized or unexpected 
changes. 

Why it matters: When something breaks—or an auditor asks "who 
changed this setting and why?"—change tracking provides the 
answer. 

Version Control 

Version control software maintains a complete history of changes 
to code or configuration files. Each modification is saved as a new 
version, allowing teams to compare versions, collaborate without 
overwriting each other's work, and restore prior versions if 
needed. 

Why it matters: Nothing is ever truly lost, and organizations can 
quickly revert changes that introduce errors. 

Test Libraries 

Test libraries contain standardized test cases, scripts, and test 
data used to validate changes before deployment. They support 
consistent, repeatable testing and enable regression 
testing—verifying that existing functionality still works after a 
change, not just the new features. Testing is kept separate from 
production systems. 

Why it matters: Ensures changes are adequately tested before 
going live, reducing the risk of production failures. 

Build Automation 

Build automation tools automatically compile code, run tests, and 
prepare systems for deployment. They replace manual, 
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error-prone build processes and ensure consistent deployments 
across development, testing, and production environments. 

Why it matters: Reduces human error and ensures every 
deployment follows the same validated process. 

Monitoring and Logging 

Monitoring and logging tools observe system performance and 
behavior after changes are implemented. They track uptime, 
performance, and error rates while logging system events and 
failures to provide early warning of post-deployment issues. 

Why it matters: They answer the key question: "Is the system still 
working correctly after the change?" 

Change Management Documentation 

Documentation provides the evidence trail that changes were 
properly controlled. 

System Component Inventory 

A comprehensive list of hardware, software, applications, and 
configuration items in the IT environment. It identifies what 
systems exist and shows dependencies between components. 

Why it matters: You can't manage or assess the impact of 
changes if you don't know what systems you have. 

Baseline Configuration 

Documentation of the system's approved, standard 
configuration—the "known good state." It serves as a reference 
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before making changes and helps detect unauthorized or 
unintended configuration drift. 

Why it matters: Provides a benchmark to compare changes 
against and a state to restore after incidents. 

Change Requests 

Formal documentation proposing a system change. A proper 
change request typically includes: description of the change, 
business justification, systems affected, risk assessment, and 
required approvals. 

Why it matters: Ensures changes are reviewed and authorized 
before implementation, rather than made informally. 

Ticketing Systems 

Systems that assign a unique identifier to each change request 
and track it through approval, implementation, and closure. They 
enforce accountability, maintain a complete audit trail, and allow 
auditors to trace changes end-to-end. 

Why it matters: Prevents undocumented or "back-door" changes 
and supports audit testing. 

Rollback Procedures 

Documented steps for reversing a change if it causes problems. 
They define how to restore prior system states, often relying on 
backups or prior versions from version control. 

Why it matters: Limits downtime and prevents failed changes from 
becoming prolonged outages. 
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ISC Exam Insight 

For ISC, think of it this way: 

● Tools answer how changes are controlled, tested, deployed, 
and monitored 

● Documentation proves changes were authorized, traceable, 
and recoverable 

If a question asks "Which control best prevents or detects 
unauthorized or failed system changes?"—think change tracking, 
version control, change requests and ticketing, and rollback 
procedures. 
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Remembering and Understanding: Explain the different 
environments used (e.g., development, staging, production) and 
the types of tests performed (e.g., unit, integration, system, 
acceptance). 

Different Environments 

Development Environment: 

● Purpose: This is where developers write and initially 
test new code. It's the primary environment for building 
new features or fixing bugs. 

● Characteristics: It's often a personal or shared space 
for developers where they have full control. Here, code 
can be in a state of flux and might not be fully 
functional. 

Staging Environment (also known as Testing or 
Pre-production Environment): 

● Purpose: It's used to validate and test changes before 
they go to production. This environment mirrors the 
production setup as closely as possible. 

● Characteristics: Code or system changes moved to 
staging have typically passed initial development tests. 
It's crucial that this environment replicates the 
production environment to catch any potential issues 
that might arise in the real world. 
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Production Environment: 

● Purpose: This is the live environment where the 
software or system serves real users or processes real 
transactions. 

● Characteristics: Changes deployed to production 
should be thoroughly tested and vetted. Downtime or 
errors here can result in lost revenue, decreased user 
trust, or other significant impacts. 

Types of Tests Performed 

Unit Test: 

● Purpose: Tests individual components (or "units") of the 
software in isolation. This could be a single function, 
method, or class. 

● Characteristics: It's focused on ensuring that each part 
works as intended. Mocks or stubs might be used to 
simulate external systems or components. 

Integration Test: 

● Purpose: Tests the interaction between different 
software components or systems to ensure they work 
together as expected. 

● Characteristics: Unlike unit tests, which focus on 
isolated parts, integration tests verify the entire process 
flow. For example, it could test if a database and 
backend service correctly communicate. 
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System Test: 

● Purpose: Tests the entire system as a whole to ensure 
it meets the specified requirements. 

● Characteristics: This is a comprehensive test, often 
performed in the staging environment. It aims to catch 
any discrepancies between the actual system behavior 
and the desired outcomes. 

Acceptance Test: 

● Purpose: Validates that the software or system meets 
business requirements and is ready for delivery or 
deployment to users. 

● Characteristics: Often performed by quality assurance 
(QA) teams or even end-users, this test determines if 
the software is "acceptable" for release. There are two 
types of acceptance testing: 

○ Alpha Testing: Conducted by the in-house 
development team or QA team. 

○ Beta Testing: Conducted by a select group of 
external users. 
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Remembering and Understanding: Explain the approaches that 
can be used when converting to a new information system (e.g., 
direct, parallel, pilot). 

Direct (or "Big Bang") Conversion 

In this approach, the old system is discontinued and the new 
system is introduced all at once. 

Advantages: 

● Quick implementation. 
● No need to operate two systems simultaneously. 

Disadvantages: 

● Highest risk among the conversion methods. If the new 
system fails, there might be no immediate fallback. 

● The organization must be prepared for potential 
disruptions. 

Ideal Scenario: Use in situations where maintaining the old 
system alongside the new one is impractical or too costly, 
and where the risks of system failure are considered 
acceptable. 

Parallel Conversion 

Both the old system and the new system run side-by-side for 
a specified period. This allows for direct comparison and 
validation of results between the two systems. 

Advantages: 
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● Reduced risk compared to direct conversion because 
the old system can serve as a backup. 

● Errors in the new system can be identified and 
corrected while still having the old system as a 
reference. 

Disadvantages: 

● Resource-intensive as the organization must operate 
and maintain two systems simultaneously. 

● Requires additional time and effort to compare outputs 
from both systems. 

Ideal Scenario: Use in situations where accuracy is critical 
(e.g., financial systems) and the organization can afford the 
additional resources to run both systems. 

Pilot Conversion 

The new system is introduced to a small group or 
department (the "pilot" group) before being rolled out to the 
entire organization. 

Advantages: 

● Allows the organization to test the new system in a 
real-world environment without widespread disruption. 

● Feedback from the pilot group can be used to make 
adjustments before a full-scale rollout. 

Disadvantages: 

● The pilot group must be prepared to handle potential 
issues and disruptions. 
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● The rollout process may be extended, as the system is 
implemented in stages. 

Ideal Scenario: Use in large organizations where it's 
beneficial to test the system in a controlled environment or 
when user training and feedback are essential before a 
broader rollout. 

Phased (or "Staged") Conversion 

Different components or functions of the new system are 
introduced in stages. Once a phase is successfully 
implemented, the next phase begins. 

Advantages: 

● Allows for a gradual transition, reducing the risks 
associated with a "big bang" approach. 

● Issues can be addressed in earlier phases, ensuring 
smoother implementation in later stages. 

Disadvantages: 

● Longer overall implementation time compared to direct 
conversion. 

● Intermediate stages may involve complex integration of 
old and new system components. 

Ideal Scenario: Use in complex systems where the 
organization can benefit from breaking down the 
implementation into manageable stages, or where 
integration between old and new system components is 
necessary. 
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Remembering and Understanding: Explain patch management. 

Patch Management 

Patch management is the process of identifying, acquiring, 
installing, and verifying patches (also known as software updates) 
for products and systems. These patches can address various 
issues such as fixing software bugs, improving functionality, or 
plugging security vulnerabilities. 

Why is it Important? 

● Security: Many patches address vulnerabilities that have 
been discovered in software. If these vulnerabilities remain 
unpatched, they can be exploited by malicious actors, 
leading to data breaches or system disruptions. 

● System Stability: Patches can fix bugs or software glitches 
that might cause system crashes or unpredictable behavior. 

● Enhanced Functionality: Some patches introduce new 
features or improve existing ones, ensuring users get the 
most out of their software applications. 

● Compliance: In regulated industries, staying up-to-date with 
the latest patches might be a requirement to ensure systems 
remain secure and compliant with industry standards or 
regulations. 

Key Considerations in Patch Management 

● Patch Inventory: Organizations should maintain an inventory 
of all systems and software applications to ensure they are 
aware of what needs to be patched. 
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● Patch Notification: Many vendors offer notification services 
that alert system administrators when new patches are 
available. Subscribing to these can help in staying current. 

● Prioritization: Due to the sheer number of patches that may 
be available, organizations need to prioritize which patches 
to apply first. Typically, patches that address critical security 
vulnerabilities are given top priority. 

● Testing: Before deploying a patch throughout the 
organization, it should be tested in a controlled environment 
to ensure it doesn't introduce new issues or conflicts. 

● Scheduling: Deciding when to apply patches is essential. For 
critical systems, it may be best to apply patches during 
off-peak hours to minimize disruptions. 

● Backup: Always backup systems before applying patches. If 
a patch causes an issue, having a backup allows for a 
rollback to the pre-patch state. 

● Documentation: Documenting what patches have been 
applied, when, and any issues encountered is important for 
audit trails and future reference. 

● Automated Tools: Several tools can automate the patch 
management process, ensuring systems are updated 
promptly and consistently. 

● Review & Audit: Periodically, organizations should review 
their patch management processes and ensure that all 
systems are up-to-date. This can be part of regular IT audits. 
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Application: Test the design and implementation of change control 
policies (e.g., acceptance criteria, test results, logging, 
monitoring) for IT resources (e.g., applications, infrastructure 
components, configurations) in organizations, including those that 
have adopted continuous integration and continuous deployment 
processes. 

Change Control Policies Overview: 

Before diving into testing methods, it's essential to understand 
that change control policies ensure that all modifications to IT 
resources are standardized, documented, reviewed, and 
approved. 

Testing the Design and Implementation 

Acceptance Criteria: 

Objective: Ensure that all changes meet predefined criteria 
before being approved and deployed. 

Testing: 

● Review the documentation for defined acceptance 
criteria for each type of change. 

● Sample some recent changes and check if they meet 
the defined criteria. 

Test Results: 

Objective: Validate that changes have been tested and that 
the test results were satisfactory. 

Testing: 
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● For sampled changes, ensure there's documented 
evidence of testing. 

● Ensure test environments closely mirror production, 
especially in CI/CD pipelines. 

● Check that failed test cases result in changes being 
sent back for revision. 

Logging: 

Objective: Ensure that all changes are logged for 
accountability and traceability. 

Testing: 

● Inspect change logs and ensure they capture key 
information: change description, initiator, approver, 
date/time, etc. 

● In CI/CD environments, tools like Jenkins or Travis CI 
can automatically log changes. Review their logs for 
completeness. 

Monitoring: 

Objective: Ensure that there's active monitoring to detect 
unauthorized or failed changes. 

Testing: 

● Check if monitoring tools like Nagios, Splunk, or ELK 
Stack are in place and correctly configured. 

● Ensure alerts are set up for unauthorized changes or 
system anomalies. 
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● In CI/CD pipelines, ensure that there are monitoring 
tools specific to detect failures in the integration or 
deployment processes. 

Continuous Integration and Continuous Deployment (CI/CD) 

The introduction of CI/CD complicates the traditional change 
control process since changes are more frequent and often 
automated. Therefore, the emphasis shifts towards ensuring the 
CI/CD pipeline itself is robust and secure. 

Version Control: 

Objective: Ensure all code changes are tracked, and there's 
a mechanism to roll back if necessary. 

Testing: 

● Verify the use of version control tools (e.g., Git). 
● Ensure every change is associated with a commit, and 

there's a clear history of changes. 

Automated Testing: 

Objective: Ensure that the CI process includes 
comprehensive automated tests. 

Testing: 

● Review the suite of automated tests for 
comprehensiveness. 

● Ensure tests cover various aspects: unit tests, 
integration tests, security tests, etc. 
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Deployment Controls: 

Objective: Ensure that CD processes have appropriate 
controls to prevent erroneous deployments. 

Testing: 

● Verify that deployments to production require manual 
approval or, if automated, have stringent checks. 

● Ensure there's a mechanism to quickly roll back 
deployments in case of issues. 

Infrastructure as Code (IaC): 

Objective: Ensure infrastructure changes are also 
version-controlled and reviewed. 

Testing: 

● If tools like Terraform or Ansible are used for IaC, 
review their scripts for best practices. 

● Ensure infrastructure changes also go through a review 
process.  
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Application: Test the design and implementation of controls to 
select, implement, maintain and monitor configuration parameters 
used to control the functionality of developed and acquired 
software. 

Configuration parameters are settings that control how software 
behaves—such as security options, access permissions, system 
thresholds, feature toggles, and integration settings. 

Unlike source code, configuration parameters can often be 
changed without redeploying the application, which makes them 
efficient—but also risky if not properly controlled. 

From an audit perspective, the risk is simple: if configuration 
settings can be changed without authorization, oversight, or 
monitoring, system behavior and security can be altered without 
detection. 

Why Configuration Parameters Matter 

Configuration parameters directly affect system security, 
functionality, and reliability. Examples include: 

● Security settings (password complexity, encryption options, 
session timeouts) 

● Access controls (who can perform specific functions) 
● System thresholds (transaction limits, alerts, tolerances) 
● Integration settings (API connections, database credentials) 
● Feature flags (enabling or disabling system functionality) 

A single misconfigured parameter can disable logging, allow 
unauthorized access, override application controls, or change 
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how transactions are processed. This is why auditors test controls 
over the entire configuration lifecycle. 

Configuration Control Lifecycle 

Controls over configuration parameters should address four 
phases: 

● Selection – Choosing appropriate configuration values 
● Implementation – Applying approved settings to the system 
● Maintenance – Managing changes over time 
● Monitoring – Detecting unauthorized or unintended 

changes 

Testing the Design of Configuration Controls 

Testing design asks: "If this control operates as intended, would it 
prevent or detect configuration-related risks?" 

Selection Controls (Design) 

Control objective: Configuration values are appropriate, justified, 
and authorized before implementation. 

Design considerations: 

● Is there a defined process for determining configuration 
values? 

● Are security, compliance, and business requirements 
considered? 

● Is approval required before parameters are finalized? 
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How to test design: Review policies and procedures. Confirm a 
formal process exists requiring analysis and approval before 
configuration values are selected. 

Implementation Controls (Design) 

Control objective: Only authorized configuration settings are 
implemented, and implementation is performed correctly. 

Design considerations: 

● Is access to configuration settings restricted? 
● Is there segregation between approval and implementation? 
● Are changes documented and traceable? 

How to test design: Review access control designs and change 
management procedures. Confirm that configuration changes 
require approval and are logged. 

Maintenance Controls (Design) 

Control objective: Configuration parameters remain appropriate 
over time and changes follow formal processes. 

Design considerations: 

● Are configuration changes subject to the same approval 
process as initial setup? 

● Are configurations periodically reviewed? 
● Are updates made when business or security requirements 

change? 

How to test design: Confirm that ongoing changes are governed 
by formal change management and that periodic configuration 
reviews are required. 
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Monitoring Controls (Design) 

Control objective: Unauthorized or unintended configuration 
changes are detected. 

Design considerations: 

● Are configuration changes monitored? 
● Are alerts generated when parameters change? 
● Is there a defined response process? 

How to test design: Review monitoring and alerting configurations 
and confirm escalation and investigation procedures exist. 

Testing the Implementation of Configuration Controls 

Testing implementation asks: "Is this control actually operating as 
designed?" 

Selection Controls (Implementation) 

How to test: Select a sample of configuration settings. Trace each 
to documented analysis and approval. Verify the rationale and 
approver are documented. 

Implementation Controls (Implementation) 

How to test: Review access logs and configuration change 
records. Select a sample of changes and verify each change was 
approved, only authorized users implemented changes, and 
duties are appropriately segregated. 

Maintenance Controls (Implementation) 
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How to test: Examine evidence of periodic configuration reviews. 
Select changes made after initial setup and confirm they followed 
formal change management. Compare current settings to 
approved baselines. 

Monitoring Controls (Implementation) 

How to test: Review logs and alerts related to configuration 
changes. Verify changes are logged, alerts are generated when 
parameters change, and detected issues were investigated and 
resolved. 

Developed vs. Acquired Software 

The same control framework applies to both developed and 
acquired software, but emphasis differs: 

Area Developed 
Software 

Acquired Software 

Parameter 
selection 

Organization 
defines 
values 

Vendor provides defaults; 
organization must review 

Documentation Internally 
created 

Vendor documentation 
supplemented by organization 

Updates Organization 
controls 
timing 

Vendor updates may reset 
parameters 

Key risk Poor internal 
governance 

Over-reliance on insecure 
defaults 
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Why it matters: Vendor default configurations often do not meet 
security or compliance requirements. Controls must ensure 
defaults are reviewed before deployment and re-verified after 
updates or patches. 

ISC Exam Insight 

For application-level questions involving configuration 
parameters, think in terms of Select → Implement → Maintain 
→ Monitor. 

● Design testing = Does the control make sense on paper? 
● Implementation testing = Can you find evidence it's 

working? 

If a question describes: 

● Unauthorized changes → Monitoring or access controls 
failed 

● Settings reverting after updates → Maintenance controls 
failed 

● Weak security settings → Selection controls failed 

Always identify which phase broke—and which control fixes it. 
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Analysis: Perform a walkthrough of an organization’s change 
management procedures and compare the observed procedure 
with the documented policy requirement. 

Step-by-Step Walkthrough Example: 

1. Obtain the Documented Change Management Policy: 

Review the organization’s documented change management 
policy. This document should outline the required steps for 
initiating, approving, testing, implementing, and reviewing 
changes. 

Common policy requirements may include: 

● A formal change request with a unique identifier. 
● Defined criteria for approval by authorized personnel. 
● Documentation of test results and validation. 
● Communication plan for stakeholders. 
● Post-implementation review and logging of outcomes. 

2. Identify a Sample Change to Observe: 

● Select a recent or ongoing change for the walkthrough, 
ideally one that requires multiple steps (e.g., system 
upgrade, new software deployment). 

● Obtain relevant documentation for the selected change, such 
as the change request form, test results, and implementation 
logs. 
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3. Interview Key Personnel: 

● Meet with team members involved in the change process, 
such as the change requester, approver, and IT staff 
implementing the change. 

● Ask questions about the process they followed to understand 
how each step was handled in practice. 

4. Observe the Actual Change Management Procedure: 

Walk through the procedure as it happens (or review records 
if the change is complete) and note each step taken, from 
the initiation of the change to post-implementation review. 

Example steps might include: 

● Initial request and description of the change. 
● Management approval based on risk assessment. 
● Test environment setup and testing. 
● Deployment of the change in a production environment. 
● Final review and documentation. 

5. Compare Observed Procedure to Documented Policy: 

● Initiation: Check if a formal change request was created, 
approved, and assigned a unique identifier as per policy. 

○ Observation: The observed process included a formal 
request, but no unique identifier was assigned. 

● Approval: Ensure that approval was obtained from the 
correct authority level. 

○ Observation: The change was approved by a manager, 
but the policy requires director-level approval for 
system changes. 
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● Testing: Verify that testing was conducted and documented 
before implementation. 

○ Observation: Testing was conducted, but 
documentation of test results was not available for 
review, contrary to the policy. 

● Implementation and Communication: Confirm that affected 
users were notified, and a rollback plan was documented. 

○ Observation: Communication was handled well, but a 
rollback plan was not documented, which is a policy 
requirement. 

● Post-implementation Review: Check if a review was 
conducted and logged. 

○ Observation: A post-implementation review was not 
performed, which is required by the policy. 

6. Document Findings and Identify Gaps: 

List discrepancies between the observed procedures and 
documented requirements. 

Example findings: 

● Missing unique identifier for the change request. 
● Insufficient approval level for system changes. 
● Lack of documented test results and rollback plan. 
● Absence of post-implementation review. 
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7. Provide Recommendations: 

Suggest corrective actions to bring the change management 
process in line with the documented policy. 

Recommendations could include: 

● Implementing a tracking system to assign unique 
identifiers automatically. 

● Ensuring changes are approved by the designated 
authority level. 

● Developing a template for documenting test results and 
rollback plans. 

● Introducing a checklist to ensure post-implementation 
reviews are completed. 

8. Follow Up on Implementation: 

Schedule a follow-up review to ensure that recommended 
changes to the process have been implemented and adhered to 
in subsequent changes. 
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B. Data Management 

Remembering and Understanding: Identify data extraction 
methods and techniques. 

Data Extraction Methods and Techniques 

1. Database Retrieval 

Accessing structured data stored in relational databases or data 
warehouses. 

Examples: 

● Retrieving customer sales data from a company's ERP 
system. 

● Accessing historical financial records from a corporate data 
warehouse. 

2. Data Mining 

Extracting patterns, trends, and insights from large datasets, 
typically through advanced algorithms and statistical analysis. 

Examples: 

● Analyzing transaction histories to identify customer spending 
patterns. 

● Reviewing clickstream data to understand user behavior on 
a website. 
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3. Document Parsing 

Using tools to extract data from structured documents like PDFs, 
Word files, or spreadsheets. 

Examples: 

● Extracting financial figures from annual reports. 
● Parsing invoices to gather supplier and transaction details. 

4. Web Scraping 

Programmatically extracting data from websites, usually through 
scripts or tools that mimic user navigation. 

Examples: 

● Gathering product prices from multiple e-commerce websites 
for comparison. 

● Collecting recent news headlines or blog posts from specific 
sites. 

5. Application Programming Interfaces (APIs) 

Using APIs provided by platforms to access and retrieve specific 
data on demand. 

Examples: 

● Fetching user engagement metrics from social media 
platforms like Twitter. 

● Accessing real-time weather information from a weather 
service API. 
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6. ETL (Extract, Transform, Load) Tools 

Tools designed to extract data from various sources, transform it 
into a compatible format, and load it into a centralized system. 

Examples: 

● Integrating customer data from CRM, e-commerce, and 
marketing systems into a data warehouse. 

● Consolidating data from multiple departments for 
company-wide reporting. 

7. Sensors and IoT Devices 

Automatically collecting real-time data through connected devices 
and sensors in physical environments. 

Examples: 

● Measuring and recording energy usage in a building through 
IoT-enabled meters. 

● Tracking environmental conditions such as temperature and 
humidity in manufacturing facilities. 

8. File Extraction 

Accessing and retrieving data directly from file storage systems, 
often in CSV, JSON, or XML formats. 

Examples: 

● Pulling data from large CSV files for sales analysis. 
● Importing data from external files for integration into a 

database. 
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Remembering and Understanding: Define the various types of 
data storage (e.g., data warehouse, data lake, data mart) and 
database schemas (e.g., star, snowflake). 

Types of Data Storage 

Data Warehouse: A large, centralized repository of data that 
consolidates data from various sources to support business 
intelligence (BI) activities such as reporting and analysis. 

Characteristics: 

● Structured: Often stored in a structured format, usually 
relational. 

● Integrated: Data is cleansed, transformed, and 
integrated from various sources. 

● Time-variant: Maintains historical data. 
● Non-volatile: Once data enters the warehouse, it 

doesn't change. 

Data Lake: A storage repository that holds a vast amount of 
raw data in its native format until it's needed. It can store 
structured, semi-structured, or unstructured data. 

Characteristics: 

● Versatile: Can store any data—logs, sensor data, audio, 
video, etc. 

● Schema-on-read: Structure is not defined when storing, 
only when reading. 

● Economical: Often built on low-cost storage. 
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Data Mart: A subset of a data warehouse, designed for a 
particular line of business or department. 

Characteristics: 

● Focused: Contains data specific to a business area, like 
sales or finance. 

● Speed: Typically faster than querying a full data 
warehouse. 

● Localized: Designed for a specific group's needs. 

Database Schemas 

Star Schema: A type of data warehouse schema wherein a 
single fact table is linked to dimension tables using primary 
and foreign keys. The structure visually resembles a star, 
with the fact table in the center. 

Characteristics: 

● Simplicity: Direct relationship between fact and 
dimension tables. 

● Performance: Efficient query performance for BI tasks. 
● Redundancy: Dimension tables might have duplicated 

data. 

 

 

 

 

84 | © SuperfastCPA. All Rights Reserved.  

SAMPLE



 

Snowflake Schema: An evolution of the star schema, where 
dimension tables are normalized, meaning the data is 
organized inside the database to reduce redundancy and 
improve data integrity. As such, the logical design has more 
tables because of the normalization, and they're structured in 
a way that resembles a snowflake. 

Characteristics: 

● Complexity: More tables and joins than the star 
schema. 

● Efficiency: Uses space more efficiently due to 
normalization. 

● Integrity: Reduced data redundancy. 
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Remembering and Understanding: Summarize the data life cycle 
(i.e., the span of the use of information, from creation, through 
active use, storage and final disposition). 

Summarized Breakdown of the Data Life Cycle 

Creation/Collection: 

The inception of data, which might result from manual data 
entry, automated collection methods (sensors, logs), or 
importing from other sources. 

Processing: 

Data undergoes transformation to give it context, meaning, 
or to make it suitable for analysis. This can involve 
cleansing, normalization, enrichment, validation, or other 
operations. 

Storage: 

Data is saved in a manner that ensures its availability, 
accessibility, and integrity. Depending on the nature and 
use-case, data may be stored in databases, data 
warehouses, data lakes, or other storage mediums. 

Usage: 

Data is accessed, retrieved, and used for various purposes 
like analysis, reporting, or driving business processes. 

Sharing: 
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Data is disseminated or made available to other entities, 
teams, or systems. This can involve exporting, API-based 
integration, or simply granting access rights. 

Archiving: 

Over time, as data becomes less frequently accessed but 
still needs to be retained (often for compliance reasons), it's 
moved to longer-term, often cheaper, storage. Here, it 
remains accessible, but not as readily as "live" or "active" 
data. 

Backup: 

To ensure data availability and protection against data loss, 
periodic backups are made. This involves creating copies of 
data at regular intervals, which can be restored in case of 
data loss incidents. 

Destruction/Deletion: 

At the end of its life cycle or its relevance, data might be 
permanently removed. This is particularly essential for 
sensitive data, ensuring it's deleted securely to prevent 
unauthorized access or breaches. 

Review and Audit: 

Throughout the data's life cycle, regular reviews and audits 
ensure that data management practices align with regulatory 
compliance, organizational policies, and evolving business 
needs. 
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Application: Examine a relational database’s structure to 
determine whether it applies data integrity rules, uses a data 
dictionary, and normalizes the data. 

Data Integrity Rules 

● Entity Integrity: Every table should have a primary key, 
ensuring that all rows in a table are unique. Examine if: 

○ Each table has a primary key. 
○ No primary key attribute has null values. 

● Referential Integrity: Ensures that relationships 
between tables are maintained consistently. Look for: 

○ Use of foreign keys to link tables. 
○ Enforcement of actions upon delete/update. For 

instance, if a record in a parent table is deleted, 
ensure that the related records in the child table 
are either deleted (CASCADE) or appropriately 
handled. 

● Domain Integrity: Ensures that data entry conforms to 
defined attributes. Check if: 

○ Data types (e.g., integer, varchar) are 
appropriately defined. 

○ Constraints (e.g., NOT NULL, UNIQUE) are set on 
columns. 

○ Check constraints or enumerations are used to 
ensure valid data entries. 

● User-defined Integrity: Rules defined by users to meet 
business requirements. Examine if: 

○ Triggers or stored procedures enforce certain 
business rules. 
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Data Dictionary 

A data dictionary is a centralized repository of metadata. It 
provides detailed information about each table, view, index, 
and other objects in the database. 

● Check if the database has a data dictionary or system 
catalog. 

● Examine details such as table names, column names, 
data types, default values, constraints, indexes, and 
other metadata. 

● Understand the relationships between tables, columns, 
and other objects using the data dictionary. 

Normalization 

Normalization is the process of organizing data in a 
database to reduce redundancy and improve data integrity. 
There are several normal forms, each with specific rules, but 
we'll focus on the first three as they're the most commonly 
used: 

First Normal Form (1NF): 

● Each table has a primary key. 
● No repeating groups or arrays. 
● All attributes (columns) contain atomic values (values 

that cannot be further decomposed). 

Second Normal Form (2NF): 

● The table is in 1NF. 
● All non-key attributes are fully functionally dependent 

on the primary key (i.e., no partial dependencies). 
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Third Normal Form (3NF): 

● The table is in 2NF. 
● There are no transitive dependencies (i.e., non-key 

attributes are not dependent on other non-key 
attributes). 

To assess normalization: 

Check for duplicated data. If the same data is stored in 
multiple places, the database might not be properly 
normalized. 

Examine tables for partial and transitive dependencies. 

Ensure that each table represents a single subject or 
concept. 
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Application: Examine a standard SQL query (common 
commands, clauses, operators, aggregate functions and string 
functions) to determine whether the retrieved data set is relevant 
and complete. 

Common Commands 

● SELECT: Retrieves data from a database table. Always 
check which columns are specified. If an asterisk (*) is used, 
all columns are selected. 

● INSERT: Adds new rows to a table. 
● UPDATE: Modifies existing data in a table. 
● DELETE: Removes rows from a table. 

Clauses 

● FROM: Specifies which table(s) to retrieve or modify data 
from. 

● WHERE: Filters results based on a condition. 
● GROUP BY: Groups rows that have the same values in 

specified columns into aggregate functions. 
● HAVING: Filters results from aggregate functions. 
● ORDER BY: Sorts the result set in ascending or descending 

order based on specified columns. 

Operators 

● Comparison operators: =, <>, <, >, <=, >=, etc. 
● Logical operators: AND, OR, NOT. 
● IN: Matches any of a list of values. 
● BETWEEN: Matches values within a specified range. 
● LIKE: Matches patterns using wildcards (e.g., % and _). 
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Aggregate Functions 

● COUNT(): Counts the number of rows in a result set. 
● SUM(): Sums values in a column. 
● AVG(): Calculates the average of values in a column. 
● MIN(): Retrieves the smallest value in a column. 
● MAX(): Retrieves the largest value in a column. 

String Functions 

● UPPER() and LOWER(): Convert text to uppercase or 
lowercase. 

● SUBSTRING(): Extracts characters from a text field. 
● LENGTH(): Determines the length of a string. 
● TRIM(): Removes spaces or other specified characters from 

a string. 
● CONCAT(): Concatenates two or more strings. 

How to Examine an SQL Query for Relevance and 
Completeness: 

● Check the SELECT Statement: Ensure the necessary 
columns are being selected. Avoid SELECT * unless all 
columns are needed. 

● Review the FROM Clause: Confirm you're querying the right 
table(s). 

● Examine the WHERE Clause: Ensure all relevant conditions 
are applied. Confirm there aren’t overly restrictive or missing 
conditions that might exclude necessary data. 
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● Look for Joins: If multiple tables are involved, ensure the 
joins are done on the correct columns and using the right 
type (INNER, LEFT, RIGHT). 

● Grouping & Aggregates: If GROUP BY is used, confirm that 
the grouping is relevant. Check that aggregate functions like 
SUM() or COUNT() are correctly applied. 

● Order and Sorting: Ensure ORDER BY is used appropriately 
for the needed sequence of data. 

● Limiting Results: If there's a LIMIT clause, ensure it's not 
inadvertently cutting off relevant data. 
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Analysis: Integrate the data available from different data sources 
to provide information necessary for financial and operational 
analysis and decisions. 

1. Understanding the Objective: 

Needs Assessment: Determine the specific financial and 
operational metrics or KPIs you need. 

Data Source Identification: Identify the sources of data that will 
help you compute these metrics. This could be CRM systems, 
ERP systems, transaction databases, spreadsheets, etc. 

2. Data Extraction: 

● Data Export: If possible, export data from source systems in 
a common format (e.g., CSV, Excel, XML). 

● APIs & Connectors: For more automated and real-time 
integrations, utilize Application Programming Interfaces 
(APIs) or pre-built connectors if available. 

3. Data Transformation: 

● Cleaning: Remove any inconsistencies, duplicates, or errors 
in the data. 

● Mapping: If data sources use different terminology or coding, 
create a map to align them. For instance, one system might 
use "cust_id" and another "customer_number" for the same 
data. 

● Standardizing: Ensure data is in a consistent format. For 
instance, date formats should be consistent across datasets. 
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● Enriching: Combine data in a way that it adds value. For 
example, integrating customer data with sales data can 
provide insights into purchasing behaviors. 

4. Data Loading: 

● Central Repository: Load the cleaned and transformed data 
into a central data storage system. This could be a traditional 
relational database, a data warehouse, or a modern data 
lake. 

● Incremental Updates: Establish processes for incremental 
data updates to ensure the central repository remains 
current. 

5. Data Integration Tools: 

There are various data integration tools available in the market, 
from simple ETL (Extract, Transform, Load) tools to more 
sophisticated data integration platforms. Some popular options 
include Talend, Microsoft SSIS, Informatica, and Alteryx. 

6. Data Analysis: 

● Data Visualization Tools: Tools like Tableau, Power BI, or 
QlikView can connect to your integrated data source and 
provide visual insights. 

● Advanced Analytics: For deeper insights, you might need 
statistical tools or platforms like R, Python, or SAS. 

7. Decision Making: 

● Dashboards: Build dashboards that highlight key metrics, 
trends, and anomalies to facilitate decision-making. 
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● Reporting: Regular financial and operational reports can be 
generated from the integrated dataset. 

8. Data Governance & Quality: 

● Monitoring: Regularly monitor the integration process for any 
errors or discrepancies. 

● Validation: Periodically validate the integrated data against 
source systems to ensure accuracy. 

● Access Control: Ensure that sensitive data is protected and 
only accessible to authorized personnel. 
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Analysis: Investigate a business process model (e.g., flowchart, 
data flow diagram, business process model and notation (BPMN) 
diagram) to identify potential improvements. 

Example:  

The Purchase Order Process of ABC Corp 

Step 1: Begin with Documentation Review: 

● Obtain the current process model (e.g., flowchart, BPMN 
diagram). 

● Review any related documents like SOPs (Standard 
Operating Procedures), user manuals, or training materials. 

Step 2: Understand the Current Process: 

● Identify the start and end points. 
● Note down the various entities involved: departments, 

external entities (e.g., suppliers). 
● Identify the decisions made within the process and the 

outcomes of those decisions. 

Step 3: Identify Process Bottlenecks: 

● Are there any stages in the process where delays frequently 
occur? 

○ For example, in ABC Corp's purchase order process, 
there might be a recurring delay in the approval stage. 

Step 4: Pinpoint Redundancies: 

● Look for repetitive actions or checks. 
○ Does ABC Corp review supplier details every single 

time an order is made, even if it's a recurring supplier? 
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Step 5: Investigate Manual Processes: 

● Are there stages in the process that rely heavily on manual 
effort and could be automated? 

○ For instance, manual entry of supplier details into a 
system. 

Step 6: Examine Data Flows: 

● Are there any unnecessary data transfers? 
● Are there points where data is being manually re-entered 

into systems? 
○ Perhaps ABC Corp's finance team manually re-enters 

purchase order details into an accounting system, even 
though it's already captured in a procurement system. 

Step 7: Assess Decision Points: 

● Are there decision points that often lead to rework or loops in 
the process? 

○ Maybe purchase orders that don’t meet certain criteria 
get sent back frequently, causing delays. 

Step 8: Gather Stakeholder Feedback: 

● Engage with people who are involved in the process to get 
their perspectives. 

○ The procurement team at ABC Corp might feel that the 
current software they use is not user-friendly, leading to 
errors. 

Step 9: Suggest Improvements: 

Based on your analysis: 
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● Eliminate unnecessary steps: Maybe ABC Corp doesn’t 
need multiple levels of approvals for low-value orders. 

● Automate: Introduce a system integration that directly sends 
purchase order data from the procurement system to the 
accounting system. 

● Standardize: Create templates or checklists for frequently 
performed tasks. 

● Educate & Train: If errors are due to lack of knowledge, 
implement regular training sessions. 

Step 10: Model the Improved Process: 

● Using the same notation (flowchart, BPMN), draft a revised 
process. 

● This revised diagram should reflect the changes and 
improvements you’re recommending. 

Step 11: Validate & Test: 

● Before implementing changes, validate the improvements 
with stakeholders. 

● Consider piloting the new process on a small scale to test its 
efficacy. 

 

Step 12: Monitor & Refine: 

● After implementation, continue to monitor the process. 
● Collect data and feedback to determine if the improvements 

are yielding the desired results. If not, further refinement 
might be needed. 
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